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Executive Overview

Healthcare organizations are under intense pressure to replace aging 

client/server applications with browser-accessible, cloud-capable 

systems. Vendors increasingly promise rapid “AI-driven rewrites” that 

convert legacy screens into React, Angular, or Blazor and automatically 

split years of business logic into REST APIs. For complex healthcare 

applications–EHRs, LIS, RIS, billing, scheduling, and patient 

operations–these claims are dangerously optimistic.

This handbook outlines the three main modernization paths available This handbook outlines the three main modernization paths available 

today, evaluates their risks and benefits, and explains why server-side 

.NET web modernization with Wisej.NET is a significantly safer, more 

predictable, and more secure architectural foundation than a full SPA 

rewrite.
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The Healthcare 
Modernization Challenge

Healthcare systems are built around deep domain structures – 

encounters, orders, medications, billing sequences, device integrations, 

scheduling rules, clinical workflows–and thousands of small validations 

that evolved over many years.

Modernization requires more than “putting it in the browser.” It 

requires preserving:

• Clinical correctness
•• Regulatory compliance
• Data integrity
• Workflow continuity
• Operational stability

Any approach that destabilizes these pillars threatens both patient 

safety and organizational viability.
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Lift-and-shift relocates the existing desktop application to a cloud or 

datacenter environment and exposes it via VDI or remote desktop. 

The primary strength of this method is that nothing fundamental 

changes: workflows, code paths, and clinical behaviors remain intact.

It quickly delivers cloud accessibility and avoids the architectural risks 

of rewrites. 

However, VDI introduces recurring costs, performance variability, and However, VDI introduces recurring costs, performance variability, and 

operational overhead. The legacy UI, workflow limitations, and 

technical debt remain immutable. It’s a tactical solution, not a 

strategic modernization.

1. Lift and Shift 
(VDI / Hosted Desktop)
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A full rewrite attempts to rebuild the entire UI in a browser SPA and 

extract all business logic into REST/GraphQL APIs. This path is often 

marketed today as “accelerated” by AI models that generate UI 

components, infer endpoints, and convert screens algorithmically.

In industries with simple, page-based workflows this might be possible. 

Healthcare is not one of them.

The structural risks accumulate rapidly:

•• A desktop screen with deep object interactions becomes a multi-layered 
browser component tree, plus a distributed set of API calls.

• Server-side workflows that depended on in-process state now require 
client-side state machines, optimistic locking, and complex retry logic.

• Data access patterns must be reinvented to avoid excessive chattiness 
–something AI tools struggle to model correctly.

•• Once dozens or hundreds of endpoints exist, every clinical workflow 
becomes a choreography of network calls that must remain 

consistent forever.

2. Full SPA Rewrite (React, 
Angular, Blazor + API Layer)
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These risks recur in nearly every healthcare SPA rewrite effort:

• API Explosion and Boundary Ambiguity
SPA architectures require the legacy business layer to be partitioned into 

hundreds of endpoints. For healthcare workflows—medication ordering, 

prior authorization, claim generation—the boundaries are rarely obvious. 

Misplaced boundaries lead to brittle orchestration logic on the client.

•• Latency and State Errors
Clinical screens that once executed synchronously in-process now 

depend on many asynchronous calls. Race conditions, stale data, 

and timing issues become common, especially in rural or 

high-latency networks.

• Regulatory Exposure
Anything that changes workflow behavior, validation timing, or Anything that changes workflow behavior, validation timing, or 

transaction boundaries must pass clinical review. Even subtle 

differences in error timing or ordering logic can impact safety and 

billing integrity.

• Unpredictable AI Output
When AI tries to rebuild screens in React/Angular or split logic into When AI tries to rebuild screens in React/Angular or split logic into 

APIs, it produces code that superficially works but is structurally 

inconsistent. Developers spend months stabilizing what the AI 

generates. The AI is guessing architectural boundaries, not 

expressing domain intent.

• Security Footprint Expansion
A SPA rewrite transforms a single controlled server-side process into A SPA rewrite transforms a single controlled server-side process into 

dozens or hundreds of API endpoints–each requiring authentication, 

authorization, rate limits, auditing, parameter validation, and threat 

monitoring. The attack surface multiplies dramatically.

Healthcare does not benefit from such a transformation unless the 

business logic itself is being redesigned—which is rarely the case.

Critical Risks of SPA 
Rewrites in Healthcare
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Wisej.NET takes a fundamentally different approach. Instead of 

rewriting the application into browser-oriented artifacts, it keeps the 

domain logic and server-side processing intact and exposes a 

web-delivered UI built from .NET components rendered in the browser.

The UI remains event-driven, stateful, and object-oriented while the 

browser acts as a real-time visualization layer. Developers work in 

.NET, not in HTML templates or JavaScript routing maps.

Why This Aligns Naturally with Healthcare ApplicationsWhy This Aligns Naturally with Healthcare Applications
The typical healthcare LOB application already relies on rich domain 

objects, long-lived workflows, and server-side transaction rules. 

Wisej.NET lets these remain where they belong. Screens are 

re-expressed in a web-optimized form without recreating them as 

distributed browser components.

This avoids splitting the architecture into two applications and This avoids splitting the architecture into two applications and 

dramatically reduces the number of moving parts.

3. Server-Side .NET Web 
Modernization with Wisej.NET
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Why AI Assists More Safely Here
AI does not need to interpret UI intent into HTML structures. It 

transforms .NET objects into other .NET objects:

• Controls -> Controls
• Events -> Events
• Logic -> Logic

AI becomes a structured refactoring assistant—not an architect AI becomes a structured refactoring assistant—not an architect 

reinventing UI flows, API boundaries, or client-side state machines.

This architecture is also technically advanced: Wisej.NET uses a This architecture is also technically advanced: Wisej.NET uses a 

persistent WebSocket channel to deliver real-time UI updates 

and push data instantly to all connected users–something that 

page-based frameworks can only approximate with layers of 

polling and client-side scripts. The result is a truly interactive, 

stateful web application that behaves like a rich desktop system while 

running securely in the cloud.
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Modern healthcare systems must withstand HIPAA scrutiny, audit 

requirements, and threat models involving internal and external actors.

The architectural choice has a profound impact on security.

SPA Architecture Security Burden
A SPA application exposes dozens or hundreds of endpoints, 

each requiring:

• Input validation
•• Parameter sanitation
• Authentication
• Role-based authorization
• Audit logging
• Error masking
• Rate limiting
• Threat detection
•• API gateway configurationn
• Version management and deprecatio
• Monitoring and anomaly detection

The probability of one misconfigured or insufficiently validated 

endpoint grows with system size. AI-generated endpoints–common 

in AI-assisted SPA rewrites–amplify the likelihood of subtle but 

dangerous defects.

Security Posture: Wisej.NET vs 
API-Heavy SPA Architectures
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Wisej.NET’s Secure-by-Design Model
Wisej.NET centralizes the entire application behind a single, stateful 

server process. This eliminates the sprawling API footprint and 

consolidates the attack surface.

Key characteristics:

• Single entry point instead of hundreds of API endpoints
•• Server-side execution of all logic; sensitive operations never leave 
the server

• Controlled message protocol between browser and server – 
strongly typed, structured, not exposed as open REST routes

• Fewer moving parts means fewer opportunities for misconfiguration 
or injection

• Isolation of clinical logic from browser manipulation
•• Automatic state management without exposing internal workflow 
state to clients

This provides a fundamentally more constrained and auditable 

security posture. It is not “security through obscurity”–it is security 

through architectural containment.
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Evaluation Area

Preservation 
of domain logic

Threat surface

Architectural risk

Suitability 
for AI assistancefor AI assistance

Predictability of cost 
& timeline

Dependency on client-
side frameworks

Fit for complex 
healthcare workflows

Long-term sustainabilityLong-term sustainability

Lift & Shift (VDI)

✓ High

✓ Low

Medium

Low

Medium

NoneNone

Medium

Low

SPA Rewrite (React
/Angular/Blazor + APIs) 

Low

High

High

Low

LowLow

High

Medium

Medium

Server-Side .NET
Modernization (Wisej.NET) 

✓ High

✓ Low

✓ Low

✓ High

✓ ✓ High

✓ None

✓ High

✓ High

Strategic Comparison
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This plan assumes a complete, coordinated migration, not an 

incremental module-by-module rollout. Healthcare environments 

typically cannot operate hybrid systems with inconsistent workflows.

Phase

1 

 

2

3

4

55

Name

System & Workflow
Assessment 

Platform & Security
Foundation 

Unified
TransformationTransformation

Clinical & 
Operational 
Validation

Cutover &
Stabilization

Description 

Comprehensive mapping of screens,
workflows, integrations, clinical rules, 
and data dependencies.

Build hosting environment, identity model,
encryption, audit infrastructure, logging, 
and deployment pipelines.and deployment pipelines.

Convert all UI to Wisej.NET, preserve 
business logic, integrate external systems, 
and ensure workflow fidelity.

Intensive testing of workflows, billing logic, 
device interactions, and edge cases with 
clinical users.

Production deployment, user enablement, Production deployment, user enablement, 
monitoring, and ongoing optimization.

Primary Outcomes 

Architectural blueprint and
scope validation.

Secure and compliant
operating foundation.

Fully migrated application
ready for validation.ready for validation.

Approved release candidate.

Cloud-delivered application
in full operation.
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Unified Modernization Plan 
(Single-Pass Migration)
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Final Guidance 
for Healthcare Leaders

Healthcare modernization succeeds when it respects the intrinsic 

complexity of clinical systems. SPA rewrites expose organizations to 

architectural fragmentation, regulatory uncertainty, AI-generated 

inconsistencies, and an expanded attack surface. 

These risks are not hypothetical–they are consistently observed in 

failed modernization attempts across the industry.

Wisej.NET offers a safer path: maintain proven domain logic, adopt a Wisej.NET offers a safer path: maintain proven domain logic, adopt a 

browser-based delivery model, reduce architectural risk, and leverage 

AI as a structured assistant instead of a speculative architect.

For CIOs and CTOs, the real question is not “Which framework is 

trendy?”  It is: Which approach preserves correctness, minimizes 

risk, and delivers predictable transformation?

Wisej.NET is the option that reliably meets that standard.
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About Wisej.NET

Wisej.NET is a server-side web framework for .NET that enables 

organizations to build and modernize web applications using a familiar 

development model. By preserving existing logic and transforming 

application delivery, it allows teams to modernize efficiently while 

maintaining control over cost, risk, and timelines.
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Ready to Modernize?
Modernization projects succeed when they 

reduce risk, preserve operational continuity, 

and deliver measurable progress quickly. 

Wisej.NET enables organizations to transform 

existing desktop applications into modern 

web solutions without the cost and complexity 

of starting over.

Whether you are evaluating modernization 

options, planning a pilot project, or looking for 

a practical migration strategy, our team can help 

assess your existing applications and identify

the fastest path forward.

Contact Ice Tea Group

sales@iceteagroup.com

iceteagroup.com/modernization

https://wisej.com/
mailto:info@wisej.com
https://wisej.com/
https://wisej.com/modernization-overview-winforms/
https://www.iceteagroup.com/



